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Account takeover is not a vulnerability in the way that SQLi or XSS are vulnerabilities. You won’t find
a single CWE that maps to it. Account Takeover (ATO) is an outcome; the point where multiple
individual flaws across authentication, session management, and recovery flows converge to give an

attacker persistent, authenticated access to someone else’s account.

This post models ATO as a composite attack class. I’ll map the vectors to their root causes, show what
the breach data says about prevalence, walk through a kill chain found in the wild (CVE-2025-25198),
and build the defense architecture that exploitation checklists leave out. For the exploitation techniques

themselves, i.e. the payloads, steps, and pentest checklist, see the HackTricks Account Takeover (https:/

book.hacktricks.xyz/pentesting-web/account-takeover) page. This post is its companion: the why, the so what,

and the now what.

Why ATO Exists: The Binary Trust Problem

Most web applications treat authentication as a gate rather than a continuous property. The user proves
their identity once at login, receives a session token, and the application trusts that token for every
subsequent request until TTL expiry. This creates a binary trust model: you either have a valid session,

or you don’t.
The architectural problem is that this model has multiple entry points, each with its own failure modes:

» Login: susceptible to credential stuffing, brute force, authentication oracles
» Session tokens: susceptible to theft, fixation, insufficient expiration
» Password recovery: susceptible to poisoning, enumeration, social engineering

e OAuth/SSO flows: susceptible to misconfigured or hijacked redirects, missing state parameters,

token leakage

e Account mutation: susceptible to CSRF, missing re-authentication, Unicode normalization

The list goes on. Each of these is a distinct vulnerability class with its own CWE lineage. But they all
produce the same result: an attacker holding a valid session for a session they don’t own. ATO is the

convergence point.

The ATO Vector Map

The following maps the five most common vector classes to their root-cause CWEs.
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Vector Class

Credential

Abuse

Session

Compromise

Recovery Flow
Abuse

OAuth/SSO
Misconfig

Authentication

Oracles

Root Cause CWEs

CWE-307
(Excessive Auth
Attempts), CWE-
521 (Weak
Password

Requirements)

CWE-384 (Session
Fixation), CWE-
613 (Insufficient

Session Expiration)

CWE-640 (Weak
Password

Recovery)

CWE-863
(Incorrect
Authorization),
CWE-601 (Open
Redirect)

CWE-204
(Observable
Response

Discrepancy)

What the Attacker
Gets

Valid credentials —
valid session. No app-
level flaw required —
the weakness is the
absence of
compensating

controls.

The session artifact
itself, without
needing credentials.
XSS, network
interception, fixation,
or insufficient

expiration.

Control of the
password reset
mechanism — the
attacker changes the
password without

knowing the original.

Bypass of local
authentication
entirely via the
application’s trust in

the identity provider.

Confirmation of
account existence —
a precursor that
makes every other

vector more

efficient.

HackTricks Section

N/A (this is a data problem, not a

technique)

XSS to ATO (https:/book.hacktricks.xyz/p

entesting-web/account-takeover#xss-to-acco

unt-takeover), Same Origin + Cookies (h

ttps://book.hacktricks.xyz/pentesting-web/ac

count-takeover#same-origin-cookies), Old

Cookies (https://book.hacktricks.xyz/pentes

ting-web/account-takeover#old-cookies)

Host Header Injection (https:/book.hackt

ricks.xyz/pentesting-web/account-takeover#h

ost-header-injection), Reset Mechanism

(https://book.hacktricks.xyz/pentesting-web/a

ccount-takeover#attacking-password-reset-m

echanism), Security Question IDOR (hit

ps://book.hacktricks.xyz/pentesting-web/acco

unt-takeover#security-question-resets-that-tr

ust-client-supplied-usernames),

OAuth to ATO (https://book.hacktricks.xy

z/pentesting-web/account-takeover#oauth-to-

account-takeover), Unicode

Normalization (https:/book.hacktricks xy,

z/pentesting-web/account-takeover#unicode-

normalization-issue)

ktricks.xyz/pentesting-web/account-takeover

#response-manipulation)
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Notice the pattern: five distinct vulnerability classes, five distinct CWE families, but one outcome.
This is why ATO resists single-fix remediation. Patching your password reset flow doesn’t help if the
attacker pivots to credential stuffing. Adding MFA doesn’t help if session tokens survive password

changes.

The Data: How ATO Actually Happens at Scale

The 2025 Data Breach Investigations Report (DBIR) tells a clear story about which ATO vectors

dominate in practice:

» 88% of Basic Web Application Attacks involved stolen credentials [Verizon, 2025 (https:/www.veriz

on.com/business/resources/reports/dbir/)]

e 19% of daily authentication attempts across monitored SSO providers were credential stuffingz,

rising to 25% in enterprise environments
 In the median case, only 49% of a user’s passwords across services were distinct from each other

o Nearly one-third of companies that suffered a ransomware attack had previously experienced an

The credential economy is the dominant ATO vector by sheer volume. But it’s also the most defended-
against (rate limiting, MFA, breach detection). The vectors that bypass those defenses—recovery flow
abuse, OAuth misconfiguration, session compromise—are lower volume but higher impact per

incident, because they often circuamvent MFA entirely.

Case Study: mailcow CVE-2025-25198—When the Recovery Flow
Is the Vulnerability

This is what ATO looks like when the attacker doesn’t need your password, doesn’t need to bypass

MFA, and doesn’t need a single XSS.

mailcow (https:/mailcow.email/) is an open-source, Docker-based mail server used by thousands of
organizations. In February 2025, CVE-2025-25198 disclosed a Host header injection vulnerability in

its password reset functionality.

The Flaw

mailcow’s password reset endpoint used the incoming Host header to construct the reset URL sent to
the user’s email. No validation. No allowlist. Whatever the client sent in the Host header was

reflected directly into the reset link.
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Conceptually, this is CWE-640 (Weak Password Recovery Mechanism) in its purest form: the
password recovery mechanism trusts attacker-controlled input. NVD classifies the specific vector as
CWE-601 (Open Redirect), since the mechanism exploits URL redirection, but the root cause is a

fundamentally broken recovery flow.

The Kill Chain

Step 1: Trigger the reset with a poisoned Host header

POST /forgot-password HTTP/1.1
Host: attacker.com
Content-Type: application/x-www-form-urlencoded

email=victim@target.tld

Step 2: The application generates a reset link using the injected host
The victim receives a legitimate-looking email from the real mailcow instance. But the reset URL

points to the attacker’s domain:

https://attacker.com/reset?token=alb2c3d4e5f6

Step 3: The victim clicks the link3

This is not something out of the ordinary. The victim requested a password reset (or believes they did).

The email came from the legitimate mail server. The link looks like a reset link.
Step 4: The attacker captures the token

The victim’s browser sends the request to attacker.com , delivering the reset token in the URL.

The attacker now holds a valid, single-use password reset token for the victim’s account.

Step 5: The attacker completes the reset on the real server

POST /reset HTTP/1.1
Host: mail.target.tld
Content-Type: application/x-www-form-urlencoded

token=alb2c3d4e5f6&password=attacker-controlled

Step 6: Full account takeover

The victim’s password is changed. The attacker controls the email account. For the mail server, this
means access to all email, the ability to intercept password resets for other services that use that email

address, and a pivot point for lateral movement.



The Fix

mailcow patched this in version 2025-01a by hardcoding the server URL in reset link generation
instead of deriving it from the request’s Host header. One line of trust removed. The entire attack

chain collapses.

Why This Matters Beyond mailcow

This is not a one-off. Research has been documented dating all the way back to 2013 from James
Kettle at PortSwigger. Over a decade later, the same class of flaw continues to appear in production
software because developers still decide to trust the Host header—a value entirely controlled by the

client.

HackTricks’ ATO page lists Host header injection as four bullet points. The underlying lesson requires
more space: every password reset implementation must treat the Host header as untrusted
input. If your reset URL is constructed from anything other than a hardcoded or server-side-

configured canonical URL, you have a potential ATO vector.

Secure-by-Design: The Five-Layer Model

Because ATO is an outcome of multiple vulnerability classes, defense must be the outcome of multiple

layers. No single control is sufficient. Each layer addresses a specific vector class from the map above.

But defense-in-depth isn’t a blanket paradigm. Every security control introduces friction—login
challenges, session interruptions, recovery delays—and controls that degrade UX have to be factored
in. The model below presents each layer as a three-tier spectrum: Baseline (minimum viable
security), Recommended (strong protection with acceptable UX cost), and Hardened (maximum

security for targets where friction is tolerable). Adapt to your threat model and user base.



Credential Resistance

Tier

Baseline

Recommended

Hardened

Control

Rate limiting with progressive backoff (per

UX Impact

Invisible to legitimate users.

account + per IP). Breached credential screening

at registration.

Baseline + risk-adaptive MFA. Prompt on new

Attackers hit exponential delays.

MEFA challenge on ~5-10% of

device, new geography, or privilege escalation, not

every login. Breached credential check at login

(not just registration).

logins. Users on recognized

devices see no friction.

Every login requires a second

Recommended + mandatory MFA for all sessions.

Forced credential rotation on breach match at

login.

factor. Justified for admin panels,
financial systems, email

infrastructure.

Why not ‘MFA required’ as the baseline? To be frank: not everyone cares. Some users may be

oblivious as to why MFA should be mandatory and the security risks associated with not having it.

Risk-adaptive MFA covers the vast majority of credential-based ATO without penalizing every login.

Session Integrity

Tier

Baseline

Recommended

Hardened

Control

Cryptographically random tokens (128+

bits). Secure, HttpOnly,
SameSite=Lax on all session cookies.

No tokens in URLs. Invalidate all sessions

on password change or reset.

Baseline + upgrade to

SameSite=Strict on session cookies.
Short-lived access tokens (15—30 min) with
silent refresh token rotation. Fuzzy session
fingerprinting (User-Agent + IP subnet
confidence scoring) — flag anomalies,

don’t hard-invalidate.

Recommended + strict session binding
(hard invalidation on IP or fingerprint
change). Short absolute session lifetimes

(e.g., 1 hour) regardless of activity.

UX Impact

None. These are invisible to users.
Session invalidation on password change

is expected behavior.

Silent refresh is invisible.
SameSite=Strict may require users
to re-authenticate when navigating from
external links (e.g., email). Fingerprint
anomalies trigger step-up auth, not
session kill; users on mobile networks

aren’t logged out.

Users on roaming networks or VPNs will
be re-challenged frequently. Acceptable

for internal tools, not consumer apps.



The CVE-2026-21622 (hexpm) lesson: Session invalidation on password change is a Baseline

control, not a hardened add-on. hexpm failed to invalidate existing sessions after a password reset,

allowing an attacker who had already compromised a session to retain access indefinitely. This is the

bare minimum.

Recovery Hardening

Tier

Baseline

Recommended

Hardened

Control

Never derive reset URLs from the Host header —
hardcode the canonical URL. Short-lived, single-use reset
tokens (15-30 min). Uniform responses for “user exists”

and “user does not exist.”

Baseline + re-authentication for sensitive mutations (email
change, password change, MFA modification). For OAuth-
only users, use an alternative verification step (email
confirmation loop or active session challenge) instead of

“current password.”

Recommended + uniform response timing (constant-time
responses to prevent timing oracles). Out-of-band reset
delivery verification (e.g., confirm the reset was requested

via a separate channel).

UX Impact

None. Users see the same
reset flow — it’s just built

correctly.

One extra step before
high-risk changes. Minor
friction, high security

value.

Out-of-band verification
adds a step. Justified for
high-value accounts

(admin, financial).

CVE-2025-25198 revisited: Host header trust in reset URLs is a Baseline failure. The entire mailcow

kill chain collapses with a single hardcoded URL. This control has no UX cost; there is no tier where

omitting it is acceptable.



Federation Controls

Tier

Baseline

Recommended

Hardened

Control

PKCE for all OAuth flows. State parameter
cryptographically bound to the user’s session.
Exact string matching for redirect URIs (per
OAuth 2.1). No open redirects in redirect URI
handling.

Baseline + email re-verification on account
linking. Sender-constrained tokens (DPoP) to
bind access tokens to the client’s key pair,

preventing token export/replay.

Recommended + IdP email verification status
treated as untrusted — always re-verify at the
application level. Continuous Access Evaluation
(CAE) for near-real-time token revocation on
IdP-side events (password change, account
disable). Restrict to confidential clients only

where feasible.

UX Impact

None. These are protocol-level
controls invisible to users. Exact
redirect matching requires pre-
registration of each URI per

environment.

Email re-verification adds one step
during initial account linking. DPoP
adds a cryptographic proof to each
request — invisible to users, modest

implementation cost.

Application-level email re-
verification adds a step during first
federated login. CAE requires IdP
and RP coordination. Justified for
high-value targets where federated
session compromise is a top-tier

risk.

The OAuth 2.1 baseline: Exact redirect URI matching is now a spec-level requirement, not a

hardened-only control. OAuth 2.1 eliminated pattern and wildcard matching entirely. For multi-tenant

patterns, this means a separate OAuth client registration per environment.



Detection & Response

Tier

Baseline

Recommended

Hardened

Control

Session audit logging (creation, elevation,
termination). Authentication failure logging with

source IP.

Baseline + login anomaly detection (new
geography, impossible travel, known proxy/VPN
exits). Credential stuffing signatures (high-volume
distributed failures with low success rate).
Automated alerting on concurrent sessions from

distant locations.

Recommended + real-time session termination on
anomaly detection. Automated account lockout with
out-of-band recovery. Integration with threat

intelligence feeds for known attacker infrastructure.

Key Takeaways

UX Impact

None. Logging is passive.

False positives may trigger step-
up auth for travelers or VPN
users. Tuning reduces friction

over time.

Aggressive automated response
risks locking out legitimate users
during false positives. Requires a
well-staffed SOC or reliable

automated recovery path.

e ATO is not a vulnerability: it is the consequence of vulnerabilities. No single CWE mabps to it.

Defense must address each contributing vector class independently.

e Credential abuse dominates by volume, but recovery flow abuse and OAuth misconfiguration

bypass MFA entirely, making them higher impact per incident.

» Password reset poisoning via Host header injection is still actively exploited. The fix is always

the same: never derive URLs from client-controlled headers.

« Every vulnerability class covered in this series can feed into ATO as a downstream impact.

Understanding ATO first frames the stakes for everything that follows.

» For the exploitation techniques themselves, see the HackTricks ATO page (https://book.hackiric

ks.xyz/pentesting-web/account-takeover). This post provides the model, evidence, and defense.

HackTricks provides the playbook.
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Footnotes

1. Authentication oracles are treated as a ‘precursor’ rather than direct ATO vector because they leak information rather than
grant access. In combination with other vectors, they materially reduce attack cost. The HTTP Oracles series covers this
class in depth. €

2. T use the term ‘credential stuffing’ specifically to refer to automated login attempts using breach-derived credential pairs,
distinct from brute force and password spraying. The 2025 DBIR groups these under ‘Use of stolen credentials’ but the

defensive responses differ. €
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3. Host header injection for password reset poisoning relies on the victim clicking the poisoned link. This user-interaction
requirement reduces severity in some threat models, but email-based social engineering makes clicks highly probable,

especially for password reset emails users expect to receive. €
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